
Enigma-X User Guide 

Page 1 of 23 
 

Enigma-X User Guide 
 

 

Document Version: v1.0, 5-April-2018 

 

Contents 
Introduction ............................................................................................................................................ 2 

Disclaimer................................................................................................................................................ 2 

General Operation .................................................................................................................................. 3 

Navigation ........................................................................................................................................... 4 

Calculus ................................................................................................................................................... 4 

Quick Introduction to Keys in Calculus ............................................................................................... 4 

Rotor Selection ................................................................................................................................ 5 

Rotor Rotation Index ....................................................................................................................... 5 

Rotor Rotation Direction ................................................................................................................. 6 

Rotor-Set Name (optional) .............................................................................................................. 6 

Encipherment Direction (optional) ................................................................................................. 6 

Example ........................................................................................................................................... 7 

Creating a Key ..................................................................................................................................... 8 

Creating New Key-Part Settings (Rotor Selection, Rotation Index and Rotation Direction) ............... 9 

Key-Part Rules ................................................................................................................................. 9 

Using the “Add New” (Key-Part) Tab – Rotor Selection and Rotation Index ................................ 11 

Using the “Add New” (Key-Part) Tab – Rotor Rotation Direction ................................................. 13 

Rotor-Sets and Encipherment Direction ....................................................................................... 14 

Using Calculus ................................................................................................................................... 15 

Encryption and Decryption with Calculus (Main Screen) ................................................................. 16 

Calculus Key Strength Calculator ...................................................................................................... 19 

Calculus Key Performance ................................................................................................................ 20 

Indicative Performance Benchmark .................................................................................................. 21 

Are There Any Performance Differences Between Right-to-Left vs Left-to-Right? ...................... 22 

Content Not Yet Provided ..................................................................................................................... 23 

 

  



Enigma-X User Guide 

Page 2 of 23 
 

Introduction 
 

Enigma-X is a software application that currently includes an implementation of the Enigma I, and an 

original variant of my own invention called Calculus.  Being entirely software based, Calculus is not 

limited by all the physical constraints that applied to the original physical Enigma.   

I have been working on for a while, and stems primarily from my background as a software 

developer and interest in history.  It’s also important to note that I am not mathematically inclined, 

nor am I particularly knowledgeable in cryptography. 

Please note that it is strictly a “for fun” project, whilst you are free to use the application in any way 

you see fit it is not intended for commercial use, nor to provide absolute secrecy.  The software is 

provided “as-is” with no warranty, use at your own risk. 

That said, I hope it provides you with some fun mental stimulation and gives you an opportunity to 

learn something of cryptography. 

 

Adrian K, 

5th April 2018 

 

Disclaimer 
 

Enigma-X is provided under the standard MICROSOFT TERMS OF SALE applying to the Microsoft 

store.  E.g.: https://www.microsoft.com/en-nz/store/b/terms-of-sale?rtc=1.  Please specifically note 

section 26 and that no warranty is provided. 

26. Warranties and Limitation of Remedies. To the extent permitted under your local law, Microsoft 

and its suppliers, distributors, resellers, and content providers make no express or implied warranties, 

guarantees, or conditions, including for merchantability, satisfactory quality, fitness for a particular 

purpose, workmanlike effort, title, or non-infringement. Products or services sold or available in the 

store are warranted, if at all, only under any license agreements or manufacturer’s warranties that 

accompany them. Except as provided under an accompanying license agreement or manufacturer’s 

warranty and subject to your statutory rights: 

• Your purchase and use are at your own risk; 

• We provide products and services “as is,” “with all faults,” and “as available”; 

• You assume the risk as to their quality and performance; and 

• You assume the entire cost of all necessary servicing or repair. 

 

  

https://www.microsoft.com/en-nz/store/b/terms-of-sale?rtc=1
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General Operation 
 

The home screen provides access to the two cryptographic devices: Calculus (the top section) and 

the Enigma I emulator, as well as navigation across the top. 
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To launch the Enigma I emulator simply click on the Enigma I (Wehrmacht, Luftwaffe) button at the 

bottom of the screen. 

To launch Calculus, you’ll first need to create at least one cryptographic key, once you have done 

that you can launch Calculus by selecting the key, making any necessary rotor-set selections, and 

clicking the Calculus button. 

 

Navigation 
 

There are four main navigation options, plus a Home icon to navigate back to the home screen (not 

shown below). 

 

Form left-to-right the options are: 

1. Options – here you can find installation details, help information & links and reset the 

database. 

2. Key Performance – here you can select any existing key in the system and run a 

performance benchmark test against it. 

3. Calc Key Strength – here you can calculate the theoretical strength of a key / key 

configuration. 

4. Keys – here you can access existing keys and navigate to the key creation screens. 

 

 

Calculus 
 

Calculus is an encryption/decryption system based on the German Enigma device.  For a introduction 

into the design of Calculus, and how it compares to the original German Enigma, see the document 

Enigma-X: An Introduction to Calculus. 

Before you can start using Calculus you will need to create at least one key; we’ll cover keys and how 

to create them in the next section. 

 

Quick Introduction to Keys in Calculus 
 

A key is the combination of cryptographically relevant settings that allow Calculus to encrypt and 

decrypt text.  There are five settings in a Calculus key, of which three are mandatory (when creating 

keys), the other two settings are optional – but the operator will still need to know the correct 

values to use for those two settings if they are not saved as part of the key. 
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In addition, each key must have a name, and can be assigned a PIN. 

The five cryptographically relevant settings are:  

1. Rotor Selection 

2. Rotor Rotation Index 

3. Rotor Rotation Direction 

4. Rotor-Set Name (optional) 

5. Encipherment Direction (optional) 

 

Rotor Selection 
 

Rotors are selected from the specified pool of rotors (see Rotor-Set Name, below); the Rotor 

Selection setting is responsible for making that selection.   

The correct format of this setting is any number of integers that are 0 or higher, for example: 3 5 10 

7 26 4. 

The number of integers set here is integral to the cryptographic strength of the key; for example, a 

250 rotor key is approximately ten times stronger than a 25 rotor key, however, the more rotors in a 

key the relatively slower its performance will be. 

At runtime, the available pool of rotors are presented to Calculus as a zero-based array; this means 

that the first rotor is selected by the number 0 in the rotor selection setting, whereas the tenth rotor 

would be selected by an input of 9.  In the example shown above the following rotors would be 

selected: 2, 4, 9, 6, 25 and 3. 

Logically, Rotors are always “assembled” left-to-right. 

You can specify the same rotor as many times as you like, e.g. 3 5 3 5 7 7 7 26 4. 

 

Rotor Rotation Index 
 

Each selected rotor must be set to a starting position; the rotors used by Calculus currently support 

94 characters – which therefore provides 94 possible starting positions for each rotor. 

Rotor starting positions are set the same way as the rotor selection – a sequence of integers, 

seperated by spaces.  As with the rotor selection, values are set using a zero-base array. 

Warning – because the size of the rotor is fixed, the values set here must be within 0 and 93 

(inclusive). 

To set a unique starting position for each rotor, the number of values set must be the same as the 

number of rotors - i.e. so that there is a rotation position for each rotor.  For ease of use this logic is 

not rigidly enforced: 

• If the rotor rotation index setting is less than the rotor selection, the rotor rotation index 

will repeat. 

• If the rotor rotation index setting is greater than the rotor selection, any additional rotor 

rotation index values will be ignored. 
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Rotor Rotation Direction 
 

As with the original Enigma, the rotors are incrementally rotated as each character is fed into the 

system.  Calculus allows you to individually set the rotation direction of every selected rotor. 

The correct input is a seqence of the letters F or B, without spaces, for example: FFFBFBBF. 

F indicates the rotor is to rotate in a forwards direction, B indicates it is to rotate in a backwards 

directions.  Given the system is entirely software based, concepts such as direction have little 

meaning, but the phyiscal metaphor helps understanding. 

To set a unique starting rotation direction for each rotor, the setting number of values set must be 

the same as the number of rotors - i.e. so that there is a rotation direction for each rotor.  For ease 

of use this logic is not rigidly enforced: 

• If the rotor rotation direction setting is less than the rotor selection, the rotor rotation 

direction will repeat. 

• If the rotor rotation direction setting is greater than the rotor selection, any additional rotor 

rotation direction values will be ignored. 

 

Rotor-Set Name (optional) 
 

This setting presets the rotor-set that will be used, so that the operator does not need to remember 

which rotor-set to use.  The advantage of not specifying the rotor-set is that you could then re-use 

the same key with different rotor-sets to achieve different encriptions of the same plain-text.  As 

with most things to do with cryptography, the possibilities this presents need to be carfully weighed 

and used, so that operationally the encryption remains strong. 

 

Encipherment Direction (optional) 
 

The rotors are logically arranged in a seqence (similarly to how the original Enigma’s physical rotors 

would be).  Text can be fed into this seqence from either direction: right-to-left or left-to-right.  The 

only constraint is that to decrypt you must feed the cipher-text into the rotors in the opposite 

direction that was used to encipher the plain-text. 
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Example 
 

Consider this example: 

1. Rotor Selection: 0 1 2 9 

2. Rotor Rotation Index: 0 0 25 26 3 

3. Rotor Rotation Direction: FBB 

When the key is loaded into Calculus, the following rotors 1, 2, 3 and 10 will be selected from the 

applicable rotor-set. 

The first 26 characters on the rotor are A-Z (uppercase), the following characters are a-z (lowercase).  

The rotor positions are set using a zero-based array, so the rotor rotation index setting of 0 0 25 26 

means that the following letters would be visible as starting positions: A A Z a.  The setting value 3 

will be ignored, but if a fifth rotor was selected it would have been set to D. 

The rotor rotation direction setting will repeat because it is less than the rotor selection.  The first 

rotor will rotate in a forwards direction, the second and third rotors will rotate in a backwards 

direction.  The fourth rotor will rotate in a forwards direction, this is because the rotor rotation 

direction setting will repeat from the beginning (F). 

 

  



Enigma-X User Guide 

Page 8 of 23 
 

Creating a Key 
 

1. Navigate to the Keys screen. 

2. Click on the add Keys button marked with the + icon, located on the bottom-right of the 

screen. 

   
3. The key creation form will appear. 

4. Set the Key Name, Key PIN (optional), Rotor Selection, Rotor Rotation Index, Rotor 

Rotation Direction, Rotor-Set Name (optional) and Encipherment Direction (optional) 

values. 

We will explain how to correctly set these values in the next sub-sections.  In brief, the Rotor 

Selection, Rotor Rotation Index and Rotor Rotation Direction settings can be set by either directly 

typing in values or clicking on the elipsis, located to the left of the appropriate input, to select 

existing settings. 

5. Click Save to save the key. 

The key creation form: 
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Creating New Key-Part Settings (Rotor Selection, Rotation Index and Rotation 

Direction) 
 

You can create Rotor Selection, Rotor Rotation Index and Rotor Rotation Direction key-parts using 

the Add New tab, which is accessed by the elipsis mentioned above, or by typing values in. 

The following guide will describe how to create key-part settings using the Add New tab.   

Please note that you can use this technique to generate the key-parts even if you don’t want to save 

them – simply generate the key-part and the copy it, click Cancel to dismiss the Add New tab, and 

paste it into the appropriate input. 

 

Key-Part Rules 
 

Before we discuss the steps to create these key-parts its good to know the simple rules that key-

parts need to confirm with. 

Rotor Selection  

1. Requires a seqence of integers (whole numbers). 

2. Each integer must be seperated by a single space. 

3. Integer values must be greater or equal to 0. 

4. Integer values are interpretted by the system aganista zero-based array – meaning that 0 

will always select the first rotor, 1 will select the second, and so on (see notes below). 

Notes: 

• Integer values can be any number greater than 0, if a value is larger than the loaded rotor-

set the system will treat the array of rotors as an infinite repeating list.  For example if the 

loaded rotor-set has 113 rotors, a value of 113 would select the first rotor (remembering 

that rotors are loaded as a zero-based array). 

o Values 0 – 112 = rotors 1 - 113 

o Values 113 – 225 = rotors 1 - 113 

o Values 226 – 338 = rotors 1 – 113 

o [Continued…] 

• The length (number of integers) is theoretically almost unlimited, but in practical terms the 

length will be limited by the constraints of your computer. 

 

Rotor Rotation Index 

• Requires a seqence of integers (whole numbers). 

• Each integer must be seperated by a single space. 

• Integer values must be greater or equal to 0, and, less than or equal to 93.    

• Integer values are interpretted by the system aganista zero-based array – meaning that 0 

will always select the first position, 1 will select the second, and so on (see notes below). 
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Notes: 

• The first value must be within the size of the rotor, currently all Calculus rotors have 94 

characters / positions, meaning that the valid values are between 0-93 inclusive. 

• After the first value, all subseqent values can be any integer above 0, the system will treat 

the rotors positions as an infinite repeating list, much like how the rotor selection process 

works. 

• The length (number of integers) is theoretically almost unlimited, but in practical terms the 

length will be limited by the constraints of your computer. There is no point in specifying 

more values than there are selected rotors, additional values will be ignored. 

 

Rotor Rotation Direction 

• Requires the letter F or B (uppercase), all other characters will result in a static rotor (will not 

rotate). 

• Do not include spaces between values. 

• The length (number of characters) is theoretically almost unlimited, but in practical terms 

the length will be limited by the constraints of your computer.  There is no point in 

specifying more values than there are selected rotors, additional values will be ignored. 
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Using the “Add New” (Key-Part) Tab – Rotor Selection and Rotation Index 
 

The top input field (to the left of the Save button) contains the value that will actually be saved.  You 

can type a value directly into this field or use the algorithm to generate a value for you. 

The behaviour of the tab is essentially identical for all three key-parts, the only real difference is the 

algorithm used by rotor direction, although how they are used is very similar.  Let’s start by looking 

at how to use the algorithm to generate rotor selections and rotor rotation indexes. 

 

 

 
 

Start by selecting the algorithm you wish to use – currently there is only one, RandomX. 

Next to the Gen (generate) button is the algorithm input field, and underneath is a simple algorithm 

operating guide. 
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The RandomX algorithm takes two parameters, both integers: 

• L – (Length) the number of values to generate. 

• M – (Maximum) the largest value the algorithm may generate. 

The algorithm enforces minimum values for both parameters, 5 and 31 respectively. 

For example: 

• The input 5 31 would generate keys like:   

o 24 19 18 12 14 

o 27 1 13 4 13 

o 19 6 26 30 22 
 

• The input 7 93 would generate keys like:   

o 7 49 17 46 2 81 9 

o 46 19 60 35 59 66 66 

o 53 82 46 39 52 8 7 

Once you have set the algorithm parameters click Gen to generate the key-part.  You can repeatedly 

click Gen to generate new values, and you can manually overwrite any part of the value. 

Once you have generated a value you are happy with, click Save. 
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Using the “Add New” (Key-Part) Tab – Rotor Rotation Direction 
 

For rotor rotation direction, start by selecting the algorithm you wish to use – currently there is only 

one, RandomDirection.  The RandomDirection algorithm is used to generate rotor rotation 

direction key-part values.  It takes one parameter: 

• X – the number of values to generate. 

 

For example: 

• The input 20 would generate keys 
like:   

o FFFBFFFBFBBFFBBBBBBF 
o FBBFFBBBBBBFBBBBFFBB 
o FBFBBFBFFBFFFFBBBBBF 

 

 

Once you have set the algorithm parameter click Gen to generate the key-part.  You can repeatedly 

click Gen to generate new values, and you can manually overwrite any part of the value. 

Once you have generated a value you are happy with, click Save. 
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Rotor-Sets and Encipherment Direction 
 

These last two values are optional. 

• Rotor-Set Name – allows you to pre-set the key to specific rotor-set 

• Encipherment Direction – allows you to pre-set which direction is used for encipherment.  

In both cases, not setting a value means that the operator will choose which setting to use. 

Click Save to save the key. 
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Using Calculus 
 

To use Calculus, you must first specify the key, if the key is not bound to a rotor-set you will also 

need to choose a rotor-set as well. 

 

There are two ways to specify the key: 
 

1. Enter its PIN into the Key by PIN 
input. 

2. Select the key from the Key by 
Name drop-down. 

 
Key by PIN will only work if you set a PIN for 
the key – setting a PIN is optional. 
 
The Key by PIN feature was built to serve a 
situation whereby you have someone close-
by and you do not want them to easily see 
which key you have selected. 
 
Once you have selected the key, and if that 
key is already bound to a rotor-set, click on 
the Calculus button to navigate to the 
Calculus encryption screen. 
 
Please note: the user interface doesn’t 
indicate whether or not your selected key is 
bound to a rotor-set. 
 
If the selected key is not bound to a rotor-
set, select one by clicking on any of the four 
rotor-sets, listed beneath the Key by Name 
input field).  The currently selected rotor-
sets rotor icon will turn green. 
 
Once you are happy with your selection, click 
on the Calculus button to navigate to the 
Calculus encryption screen. 
 
 

 

The Shark rotor-set has an additional optional feature; if you select the Shark rotor-set the Use 

these Shark rotor-sets input field becomes active.  This field allows you to manually specify which of 

the 37 Shark rotor-sets you wish to use, and in which order.  The expected value is similar to the 

rotor selection setting – a list of integers separated by spaces.  Only use values 0 – 36.  You can use 

the same rotor-set any number of times. 
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Encryption and Decryption with Calculus (Main Screen) 
 

This is the main Calculus screen, where actual encryption and decryption take place.  The layout of 

the screen is as follows: 

 

• A – Input field, text to be encrypted / decrypted. 

• B – Encipher / Deciper buttons, tigger actual encryption / decryption 

• C – Output field, displays the resulting cipher-text / plain-text. 

• D – Reset button, resets the rotors to their initial key state, and clears all input and output. 

• E – Progress, shows a progress bar for long-running encryption / decryption, then a summary 

of the number of characters processed and the duration in seconds. 

• F – Copy Output button, copies the output to the operating systems clipboard. 

• G – Switch mode buttons, switches the input and output fields between text mode and file 

mode. 

• H – Option buttons: 

1. Reset Rotors button, resets the rotors to their initial key state.  

2. Change Key button, opens a dialog box that allows users to select a different key. 

3. View current rotor config, shows the initial rotor state as set by the key. 

• I – Screen status, shows a message confirming the key and rotor-set was loaded correctly.  
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To encipher some plain-text, simply type (or paste) it into the input field, then click on either the 

< R-L button or the L-R > button.  The cipher-text will appear in the output field.  In the 

screenshot below you can see the plain-text AAAAA has be enciphered to !jU-4. 

 

You can then click the Copy Output button [C] to copy the contents of the output field to the 

operating systems clipboard. 

If you want to encipher mopre plain-text with the same key you will probably want to reset the 

rotors back to their starting positions, as defined by the key; if you do not it may be difficult to 

decipher the text later. 

You can reset the rotors by clicking on the Reset Rotors button [H1] or the Reset button [D] which 

will also clear the input and output fields. 

If the text to encipher/decipher is relatively long, you may see the progress bar [E] in operation, 

otherwise once the cipher operation is complete you’ll see a message summerizing how mnay 

characters were processed and how may seconds the operation took. 
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Calculus is only able to correctly process input characters that are supported by the rotors.   

Underneath the input field a message may sometimes appear indicating which characters were 

unable to be processed, as shown in the example below:  

 

In this example 6 characters were not processed.  The message will indicate where in the input these 

characters appeared, e.g. @488 refers it 488th the character in the input string.  The character that 

was not processed will also be shown. 

Characters that were not correctly processed will be enciphered as X, as shown in the example 

below where we have deciphered the same cipher-text as shown above.  You can see that the plain-

text Q→A has been enciphered, and then deciphered as QXA. 
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Calculus Key Strength Calculator 
 

This screen enables you to calculate the theoretical strength of a given key, or key settings. 

 

If you navigate to this screen from an existing key, it will pre-populate with the known relevant key 

parameters (number of rotors selected, and so on).  You can also click save to record the key 

strength against the key – the only outcome of doing this is that the key strength will be visible on 

the Keys screen. 

The key strength will not automatically update if you modify the key – you have to re-calculate the 

key strength. 

If you navigate to this screen from the main menu the values won’t be prepopulated, but you can 

experiment with the available inputs to do “what if” calculations. 
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Calculus Key Performance 
 

This screen allows you to establish the approximate encryption/decryption speed for a given key.  

The performance is measured in milliseconds per character (char) – not chars per millisecond, as the 

UI sometimes erroneously states. 
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Running the test will automatically save the indicative performance benchmark against the key, 

which will then be visible in the Keys screen.    

Running this performance check will enable you to see how changing a key affects its performance 

and help you make decisions around speed versus strength. 

The key speed will not automatically update if you modify the key – you will have to re-run the 

performance test. 

You can experiment with the iteration count | length inputs to modify the test permutations.   

• The Count parameter (the first input) sets the maximum number of warm-up test iterations 

that will be used, although usually the warm-up should only require around 25 test 

iterations. 

• The Length parameter (the second input) sets the duration of each test iteration, both 

warm-up and actual benchmarking tests. 

The performance test has two stages: 

1. The benchmarking software starts testing with a very few number of characters as input – in 

case the computer system is very weak; it then ramps up the number of characters until the 

amount of time it takes to execute the single iteration is approximately that of the specified 

test length.  This is how the benchmarking software identifies the number of characters to 

feed into the actual benchmarking iterations. 

2. The benchmarking software then completes five consecutive benchmarking iterations using 

a test string consisting of the number of characters identified in the first step, and based on 

the average duration of these calculates the resulting performance benchmark. 

 

Indicative Performance Benchmark 
 

How fast does Calculus run?  The following benchmarks are from a Toshiba laptop with: 

• Intel i5-6300U CPU @ 2.40GHz 

• 16.0 GB of physical memory 

• Windows 10 Pro, 10.0.16299 

Key:  

• Rotors: 1000 randomly selected values 

• Rotation Indexes: 1000 randomly selected values 

• Direction: All F 

• Rotor-set: Cuthbert 

OS Power Plan Characters 
Tested 

Average Duration (in 
Seconds) of the 5 
benchmark iterations 

Average 
Milliseconds per 
Character 

High Performance 20979 1.302 0.062 

Balanced 20979 1.293 0.062 

Power Saver 6216 1.408 0.227 
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The following screenshot shows two consecutive tests using the 1000 rotor key, using the Balanced 

power plan.  Note the operation is CPU intensive, whilst memory consumption is unchanged. 

 

 

 

 

Are There Any Performance Differences Between Right-to-Left vs Left-to-Right? 
 

The short answer is: not really.  The exact operations performed by the code is slightly different 

between the two directions, but this doesn’t appear to translate into any especially noticeable 

differences in performance.  

Running a simple test of 3517 characters through the same 1000 rotor key as used in the benchmark 

tests above, on a Power Saver power plan, yields the following results in seconds (five consecutive 

tests, each with a rotor reset between tests):  

• R-L: 0.88, 0.88, 0.97, 0.87, 0.86 

• L-R: 1.01, 0.88, 0.89, 0.94, 0.89 
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Content Not Yet Provided 
 

The following content will probably be provided, in a subsequent version of this document:  

• Enigma I Emulator user guide 

• Calculus: sharing keys and other operational guidance 

• Glossary, specifically covering relevant cryptographic terms.  For now, please see: 

http://www.cryptomuseum.com/crypto/glossary.htm 

 

http://www.cryptomuseum.com/crypto/glossary.htm

